© 2005 Strategic Vista International Inc. p.1

Lorex Monitor Remote Access Setup Guide =\ ©
Dlink DI-624 @

Date: 25 May 2005

Step 1: Before you Start

This section will help you in setting up and configuring your Lorex Monitor(s) and PC(s) to be able to view the
video images from remote locations on the Internet. We assume that you already have the monitor hooked up
and working and that you can view video from within your Local Area Network (LAN). If not, please consult the
Quick Start guide or the Lorex Manual before you continue with remote access setup.

This document will help you do the following;

Configure your router to enable access from outside the LAN

Register for the Dynamic Domain Name Service (DDNS) from Strategic Vista
Configure the Lorex Monitor to operate with DDNS

Set up a password to secure your monitor

Configure the Lorex Player to reach the monitor using the DDNS.
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Stepl: Configure your router to enable access from the Internet

To view video images remotely across the Internet involves setting up your broadband router. The example
shown here uses the DLink-624 Wireless Broadband Router. For routers other than the example shown, please
consult your router manual and/or your router manufacturer’s website for technical support.

Step 1A: Log into your Router's Administration Server

Use a web browser on a computer that is connected to the LAN side of the router to access your broadband
router. Typically this will be at an IP Address such as 192.168.1.1 or maybe 192.168.0.1. Consult your router
manual for exact details. Enter the username and password for your particular router — by default the DLink-624
uses 'admin’ as the username and the password is blank.
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Prompt

( i-_ 4 Enter username and password for "DI-624" at htkp://192.168.1.1
L= User Mame:

{admin |

Password:
|;5|c***>01

[] Use Password Manager ko remember this password,

[_ Ok ] [ Cancel ]

Select a screen display that provides device and/or network status. In the case of the DLink-624 it will appear as
follows;

D-Link

Building Networks for People

74”595 Il.;_%’ —_r="

High-Speed 2.4GHz Wireless Router

DI-624
\l J Home  Advanced Tools Status m_

Firmware Version: 1.24 , Wed, 23 Jul 2003
Device Info L2l

MAC Address 00-50-C5-16-BB-6F

e T IP Address 192.168.1.1
Subnet Mask 255.255.255.0
DHCP Server Enabled

Log

! Stats
WA
Wireless MAC Address 00-30-C5-16-BB-70

Connection PPPoE Cunnected[ Connect ][ Disconnect
IP Address 55.95.153.236
Subnet Mask 255.255 255 285

Default Gateway 55.95.153.236
DNS 205.47.244.109 208,47 244137

Wireless 802.11g
MAC Address 00-30-C8-2B-63-70

The status and external IP Address of the router are clearly shown in the WAN section.

Stepl1B: Set up the Static IP address

Some routers, including the DLink-624, have the capability to fix the internal IP addresses that are distributed

using DHCP. If your router supports this feature, you will want to set it up to ensure that the internal IP address
never changes.

In the case of the DIink-624, click the 'DHCP' button and then click on the DHCP Server 'Enabled’ radio button.
From the DHCP client dropdown list select the entry that corresponds to the Lorex Monitor and click on the
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‘clone' button. Click on the Static DHCP 'Enabled' radio button. Then click on the 'Apply' button to save this
configuration.

Dl-5|2|l

\ ' (T, o Advanced  Tools Status Help |
The DI-624 can be setup as a DHCP Server to distribute IP addresses to the
LAN network.
DHCP Server  Enabled " Disabled
Starting IP Address 192.188.1.Jl20
Ending IP Address 102.168. 1.1
Lease Time
I WAN
’T 223!:::92HCP is used to allow DHCP server to assign same IP to specific MAC
@ Enabled ¢ Disabled
DHCP Name lappliance—
IP 192.188.1.J13
MAC Address W-W-E-E-H-E
DHCP Client |applian:e.00-20-78-15-60-E7 j M

K

Apply Cancel Help

If your router does not support the Static DHCP feature, then you will want to set the IP Address explicitly.
Choose a new address value that is not already assigned and is outside of the range of the DHCP server to
avoid address conflict. (i.e. does not fall within the Starting and Ending IP Address). Use the new address in the
following setup. If you do re-assign the IP address, remember to also set it in the Lorex Monitor using the Lorex
Utility (see the manual on how to do this).

Step 1C: Create a data path from the Internet to the Lorex Monitor

Most routers have a way of setting up forwarding rules to allow external Internet client applications to access
devices on the LAN. In the case of the DLink-624 router select the 'Advanced' tab and you will see the following
screen;
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D-Link

Bullding Networlks for People

AirPlus -
Xorenme
High-Speed 2.4GHz Wireless Router

[ Home WYL ER Tools Status Help

Dl-ﬁ'Zd

=

Wirtual Server is used to allow Internet ugers access to LAN serices.
Virtual Server

@ Enabled O Disahled
i rver HTTR H Clear ]

Mame

Applications Private IP ["I”B |
Protocol Type |Ei
Filters Private Port ;@
Public Port I
Firewall Schedule ® pways

& time[ 01 e |:[00 v |[aM o[0T v
S 1| TR

DMZ dav%isun Eifﬂléun_‘:i

Performance | a ‘J o

Apply Cancel Help

MName Frivate IP Protocal Schedule

il

yirtual Server FTR 0000 TCR 21521 always [T
Virtual Server HTTP 182.168.1.12 TCP 8080 always u[ﬂ
vitual Server HTTPS 0000 TCP 4437443 always Bl

Wirthial Qanar MIKG nnnn [RIpl=N=teTie] o = [t

Create a path for your streaming video by entering values as shown;
e Click the 'Enabled' radio button

o Enter the Name (this is your choice)

o Enter the Private IP. This must be the same IP address that appears in the LCD of the Lorex Monitor
and/or the static IP set in the previous step.

e Set the Protocol Type to 'TCP',
e Set the Private Port to '80'

e Set the Public Port to '80'

e Set the Schedule to 'Always'
and select the 'Apply' button.

This will create a data path that the Lorex Player will use to access the video stream and will allow you to view
the video images. If you also want to access the Lorex Monitor using a web browser, no changes are required.

Note to advanced users; Web servers are favourite targets of hackers and so using port ‘80" in this last step may
make your Lorex Monitor a little less secure. Therefore, we recommend returning to this step once you are
satisfied with the functionality and changing the settings to use a high port number (e.g. 9002). You will also
have to change the Lorex Player and Lorex Monitor settings for this. Consult the respective manuals for details.

Step 2: Register for the Dynamic Domain Name Service (DDNS)

Unless you specifically obtain a static external IP address, your broadband Internet address, which is assigned
by your service provider, is subject to change on a regular basis. Dynamic DNS is a service from StrategicVista
included with your monitor whereby the Lorex Monitor registers the IP address of the router with the external
DNS system. In order to be able to locate your home network, you must sign up to use the Dynamic DNS
system.

Note: You need only have one device registering the IP Address of the network. If you already have DDNS
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support by a different means, you may not need to do this step.

Using a web browser go to register.strategicvista.net, and click on the ‘create account' link.

Account Information

E-mail
Pazsward
Paz=sword confirm
First name
Last name
Redgion | ---Mot lizted--- w
Courntry | United States of America b

Timezone | Eastern Standard Time (EST) "

By clicking on "Create Mesy Account” vou accept the Terms of Service,

Camera Information

Product Licenze - =Praduct Code= - =MAC Addresz=

N, Cresate Mevwe Account

You will be asked to provide the following information;

Your e-mail address

A secret password

Your name

Your Region ( state or province)
Your country

Your product license number — This is the same number you entered when installing your Lorex
Player. The license number is made up of;

6 to 8-character product code that can be found on the packaging,

12-character MAC number that is displayed when running the Lorex Utility program (see below). Do
not include the separating colons (:)

After you select 'Create New Account' you will receive a username and password confimation by e-mail, which
you will use in the following steps. If you wish to change any of the parameters you may revisit the Registration
page. However, you will be prompted for the existing secret password before you will be allowed access.

Step 3: Configure the Lorex Monitor for DDNS and Password access

Insert the CD into CD-reader of your Windows 2000 or Windows XP computer. Wait for the CD to autostart.
Select the ‘Lorex IP Edit’ option from the screen. (If it does not autostart you can manually run the ipedit.exe
program found in the Lorex Utility directory on the CD).

This screen will display the IP address of the Lorex Monitor. Click on the item in the left-hand pane and the
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details will be displayed to the right. To change any of the highlighted parameters, enter in the new values and
click ‘Submit’. For example, to enable access port 9002, enter this in the HTTP Port2 field and click 'Submit'.

LOREX IP EDIT

Monitor lists:

Hame
Gateway
IF

Hetmaslk

HAC

1) Select the Honitor you want to make change

3) Pre=s Submit button or Enter
43 Pre=s Update to rescan the installed monitor

HTTP Portl |

HTTP Port2 |

| SYC LAR
| 192 168 1 1
| 192 168 1 12

| 255

255 255 1}

9002

| oo

You can change monitor name. IF address. and Gateway Address:

231 Change namne., Gatewvay, IP address. and Hetmask on right edit box

169:70:63:6D: 22

E=xit

In order to use the Strategic Vista DDNS service you must have signed up with the Strategic Vista network in
step 2 above. You will have received an e-mail providing you with the parameters to enter in this part of the

setup.

The Lorex Monitor must be configured using a web browser. Double-click on the Monitor list item in the Lorex
Utility screen above to bring up the web browser. Alternatively, enter the module's IP address in the browser

address bar. The Network Surveillance screen will appear, as shown below;

p.6
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3 IP Server - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Ba:k - J @ @ ‘_;j pSearch *f\?FavUritss {‘3 D}:{- :,\; [#] - ._J ﬁ .ﬁ
Address ‘Q http: /192,168, 45.39)CH indesx. htm?Cus? sudio V| Go

Google - v BSearchwed - FD  Ehedblocked 150l B options

Links > @ -

ActiveX Mode
LOREX 2005-1-15 19:16:13

NETWORK SURVEILLANCE

http:/192.168.45.39

Change Password
Wiew Cantral
high | Gluality

320+240 w | Resolution
Indoor&B0  w | Freguency
naancer )] | 10 |

Wigw Log
Caonfiguration

Display Mode
@ activex
Ouava

Delete a carmera

Watching: hitp:#/152.168.45.33

'SEE WHAT Y OU'VE BEEN MISSING

&) Done B Internet

Step 3A: Set up the DDNS client

Click on the Configuration link to bring up the configuration pane and then click on the DDNS link. The following

screen will appear;

NETWORK SURVEILLANCE Dymamic DNS (hitp://192 165.1.12) Backto manitor window

System

User

Mation Detect

Metwork

Audia

ODns

Monitor Window

The Dynamic DNS settings must be entered as described in the confirmation e-mail. When done, click on the

Before configuring DDNS, you need to visil ddns.strategicvistanet

and register a domain name.

® Enable O Disable

UserMame  |stevenm|

l

Pagsword

DomainName
Intereal(min) _

'Submit' button at the bottom of the page.

p.7

Note that IP Address updates do take a few minutes to propagate, so allow about 15 minutes after setting up the
Lorex Monitor's DDNS before expecting to use the system.
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Step 3B: Set up a password to secure your module

The connection that you currently have is suitable for use on a private Local Area Network. If you are concerned
that others can get access to your Lorex Monitor, you must enable password protection as follows;

In the left-hand panel, click on the 'User' option. The following screen will appear;

NETWORK SURVEILLANCE User Management (http:/1192 165.1.12) Back to manitor window

System User autharization required:

®Yes ONo
Set

User

Maotion Detect

Add a user or change password:

Metwork
Username: |steven

AT Password: |esess
DOns Confirm:  |esees|
SetiChange

Manitor Window
Delete user:

Username: | steven v

Current users list:

1: steven

2 admin
Enter in a user name and password to create a new user and click on 'Set/change’. Also, click on the ‘admin'
name under the Current users list. Then enter in a new, secure, password for the administrator and click on the
'Set/change’ button. Make sure you know what the passwords are and be VERY careful not to enter them
incorrectly! You will need these to access the module from now on. Note that these are different passwords
from the one used in step 2 to register with DDNS.

Under 'User authorization required’, click on 'Yes' and then 'Set .
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Step 3C: Setting up an alternate port

NETWORK SURVEIl System Setting(http://192.165.1.12) Back to maonitor window

System Server Yersion:

Serser narme

Llser

Motion Detect

Server's time:

Jul & 2004 055550
SVC LAB

143142003 20:352:10 Time Zone: GMT-05:00

Hetwark Tirme zane GMT-04:00
Audio DavyLight 0
oons O NTP:
MTP Server
lanitar Yyind ow Interval{day) |0

& Input new time: [ Copy PC's time

Date
Tirne

Http paort 1:
Http port 2:

SI2ar2005

11:33:45

g0
9002

CIReboat immediately.

To set an additional port for accessing the Lorex Monitor, click on the 'System' link. The following screen will

appear;

Enter the alternate port into the 'Http port 2' field, select the 'Reboot' option and click on the '‘Change’ button.

Restore factory default configuration
Reboot IF Server
Firmware update

Step 4: Configure the Lorex Player

The Lorex Player was previously configured for Local Area access by specifying the IP address directly. This
section will show you how to set this up so that it can access the video from the Internet as well.

Step 4A: Update the Lorex Player for the new password

p.9

Run the Lorex Player as before. From the Servers/Cameras panel select the Camera Server and right-click on it
with your mouse and choose 'Edit Camera Server'.
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Select the 'User' tab and enter the same User Name and Password as you entered in the Lorex Utility (step3B)
above. Select 'OK'.

Camera Server Settings §|

General ] Address  Ueer ]Eamelas ]

Uszer Mame: |EERER

xxxxx

Paszword: |

(] 4 | Cancel

Start the video by double-clicking on the camera icon and you will be able to view the video as before.

Step 4B: Setting up Remote access from the Internet

Now that the camera is working across your LAN, you may want to consider viewing the video images over the
Internet when you are in a different location. To do this you must set up a new camera location;

In the camera/servers area, right click and select 'Add Camera Location’;

SV SIeAITIETES) \‘

.Ll'l

Add Camera Location
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Enter a name that indicates that this is for Internet access, and define the cameras exactly as before;

Camera Location E Camera Server Settings El

General l Address ] User I Cameras ]

Camera Locakion Name: | Internet Camera Server Mame: |Lu:|re:-: b onitor

Camera Server Type: | Lorex Monitor IPS110 -l

(0]4 | Cancel

ak. | Cancel

In the address field, enter the URL as it is specified in the DDNS setup e-mail. Typically, this will be in the format
<MAC>.strategicvista.net. In the Port field enter '80'. Note if you are setting up an alternate port number (e.g.
9002), then enter that instead;

Camera Server Settings El

General  Address ] L zer ] Cameras ]

L% 5 CLER SR 9, sl ategicvizta. net Port: |80

ak. | Cahcel

The User Name and Password will be the same as entered in step 3B above. After entering these click 'Next'.

Camera Server Settings

General ] Address User ll:ameras ]

Uzer Mame: |$teven

xxxx:1

Pazsword:

(n] 4 | Cancel
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Camera Server Settings E|
General ] Address ] Uszer Cameras l
#| En. | Mame Format Size [N
1 On cam MJIPG tedium b
< | >
Mew | | |

Ok | Cancel

Define the camera, as before, by clicking the 'New' button, and when done click the 'Finish' button.

Start the video by double-clicking on the camera icon and you will be able to view the video as before from
anywhere in the world.

- B Lorex Monitor
- [ Lorex Monitor

dogn v
— J/




